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Introduction and Background

General Data Protection Regulations (GDPR) and Data Protection Act (DPA) principals are at the heart of data collection, processing and sharing.

The Information Commissioner’s Office (the ICO) enforces and promotes compliance with the DPA, which contains eight principles of good information
handling and GDPR.

Recital 87 of the GDPR - Promptness of reporting / notification makes clear that when a security incident takes place, the authority should quickly establish
whether a personal data breach has occurred and, if so, promptly take steps to address it, including telling the ICO if required.

Personal Data Breach

A personal data breach is a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to,
personal data. The Authority has to consider the likelihood and severity of the risk to people’s rights and freedoms, following a breach. When this assessment
is made, if it's likely there will be a significant risk then the ICO must be informed.

This review was part of planned DPO assurance work for 2019/20.

Assurance Review Objectives and Scope

Scope

The scope of this review was to consider the breach management arrangements for the Authority and consider whether there are sufficient procedures,
controls and processes in place.

The review covered the following areas:-

e breach management policy: existence of a policy providing a framework for reporting and managing information security breaches,

e ownership and understanding of breach management responsibilities: management responsibilities and procedures should be established to
ensure a quick, effective and orderly response to information security breaches,

e breach reporting and feedback procedures, including reporting to the ICO: staff should be aware of the nature of an information security event, its
potential detriment to the organisation and how to report it,

e appropriate escalation of breaches: information security breaches should be responded to in accordance with the documented procedures, and

e breach logs and review of breach management systems: evidence of lessons learned and consideration by senior management.

Objectives

The Authority has a duty to establish whether a personal data breach has occurred and, if so, promptly take steps to address it, including telling the ICO if
required as per Recital 87 of the GDPR - Promptness of reporting / notification. The objective of the review was to provide assurances that there are
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adequate breach reporting procedures, controls and processes in place to fulfil the Authority’s responsibility in recognising, receiving, processing, recording,
reporting and responding to data breaches.

DPO'’s Final Assurance Opinion

Based on the above the DPO can provide the SIRO with a Substantial assurance opinion in relation to the internal control framework.

An explanation of the ratings is included within the Glossary of Terms.

Summary of Implications

Impact Number Adequacy of Controls Application of Systems Efficiency
Controls
High 0 0 0 0
Medium 0 0 0 0
Low 1 1 0 0
Total 1 1 0 0

Positive Findings

The following good practices were identified during this review:-

A process for personal data incident reporting, investigation, recording and responding Is in place in practice and robust;

Line Manager responsibility is in place and there is an intranet link for staff to log breaches in the shared document store (SharePoint);

The Head of Pensions Administration is automatically informed when the log is updated;

The breach log is shared on a quarterly basis with the Local Pensions Board and this is a regular agenda item;

Comments about individual incidents are invited from the Board;

The report to the Local Pensions Board includes the dates that incidents were identified, dates (when applicable) that incidents were reported to the
DPO and/or the ICO.

ANENENENENEN

Overall Conclusion

From the review, the DPO has made 1 implications, these have been classified as:

° High 0
°
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° Low 1
° Verbal 0

Based on the above the DPO can provide a Substantial assurance opinion in relation to the internal control framework. An explanation of the ratings is included
within the Glossary of Terms.

The reason that a substantial rating has been given is because SYPA have a process in place with regard to personal breach management. The process is
robust with line manager responsibility, a reporting log, recording of incident details and relevant dates, details of reporting to the DPO and the ICO and the
sharing of this information with the Local Government Board. The current policy however does not fully align with actual practice and does not reference GDPR,
the ICO, timeframes and the DPO. It may be advisable to consider a separate personal data procedure or adapt the current procedure to include these specific

areas.
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The following sections of the report summarise the findings of the review. Where relevant, any control weaknesses identified are outlined, including actions that have been
agreed in order to address the associated risks.

Risk: The Security Incident Reporting arrangements of the Authority are inadequate and not consistent with the requirements of Recital 87 of the GDPR.
Recital 87 of the GDPR - Promptness of reporting / notification makes clear that when a security incident takes place, the authority should quickly establish
whether a personal data breach has occurred and, if so, promptly take steps to address it, including telling the ICO if required.

Breaches Management Procedures

Finding

1.1 Although there is a 'blanket' procedure for breach management which covers reportable law breaches to the Pensions Regulator, there is insufficient procedural advice in
this document regarding personal information data breaches. This would include mention of the GDPR requirements, statutory timeframes, investigation responsibilities,
cyber incidents and when to notify the DPO and ICO.

It may be advisable to have a separate procedure in place to document personal data breaches or adapt the existing policy.

Implication
» Although the process of incident reporting is place in practice the procedures are not tailored to cover GDPR specific requirements such as timeframes,
reporting to ICO and liaison with the DPO so there is a risk that the security reporting arrangements of the authority is inadequate and not consistent with
the requirements of Recital 87 of the GDPR.
» Incidents/Breaches are not promptly reported and investigated.
Control/Risk Impact Low Adequacy of Controls Governance Theme: Information Governance Risk Ref:
; Responsible Officer:
Agreed Management Action (AMA) Head of Pensions Administration
AMA1

The existing breach management policy will be updated to explicitly reference the procedures for handling Target Implementation Date

breaches in the context of GDPR, including statutory timeframes, investigation responsibilities, cyber incidents | 30 September 2019
and when to notify the DPO and ICO.

It is felt, in the context of the pension’s environment, it would be more beneficial to retain a single integrated
policy that covers ICO and TPR requirements as the process will follow a similar decision tree and the
updated procedural advice attached to the policy will reflect this. The updated policy will be presented to the
Local Pension Board at their next meeting in October.
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1. Classification of Implications (Impact on control/risk)

High Significant impact on ensuring the objectives of the system under review are met.

Requiring action to avoid exposure to a significant risk to the achievement of the objectives of the system under review.

Low Action is advised to enhance control or improve operational efficiency.
2, Assurance Opinions
Level Control Adequacy Control Application
. Robust framework of controls exist that are likely to ensure that . . . .
Substantial o ) . Controls are applied continuously or with only minor lapses.
objectives will be achieved.
POSITIVE
OPINIONS Reasonable Sufficient framework of key controls exist that are likely to result in Controls are applied but with some lapses
objectives being achieved, but the control framework could be stronger. PP pSes.
Limited gﬁrgﬁsiastﬁfeosbjzgxes not being achieved due to the absence of key Significant breakdown in the application of key controls.
ADVERSE ystem
OPINIONS S . . I . : . o
No Significant risk exists of objectives not being achieved due to the Fundamental breakdown in the application of all or most
absence of controls in the system. controls.




